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B Buffer Overflow
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popen

- SQL

exec, shell_exec, passthru, system
W XSS
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W ereg_replace(“["0-9]","” $data)

W addslashes($data)
addcslashes (string str, string charlist)
- single,double , NULL

B guotemeta($data)
- AN )$ quote
® escapeshellcmd($data)
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— include, readfile, fopen, file, link, unlink, symlink, rename, rmdir,
chmod, chown, chgrp, exec, system, passthru, popen ()

B safe_mode

php*.ini
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B PHP
- CPU
HTML
- Pentium 400Mhz
HTML T3 45Mbps
CPU

— mod_gip  zlib.output_compression
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— safe_mode = On gid
— safe_mode_exec _dir = /(php
M open_basedir
- php
B max_execution time
- php
B memory limit
® upload tmp dir
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php.ini

M register grobals
— Off
EGPCS(Environment GET POST Cookie Server)

W variables_order

— “EGPCS”
EGPCS
ES
August 17, 2002
TechStyle
|
PHP

August 17, 2002




TechStyle

ok

PHP4.2.0/4.2.1

m7/22
- PHP

n
— HTTPPOST MIME

- multipart/formdata
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PHP4.2.0/4.2.1

[ |
— PHP 422
- Linux
— HTTP POST
Apache httpd.conf
.htaccess
<Limit POST>
Order deny,allow
Deny from all
</Limit>

August 17, 2002




TechStyle

LT

ok

m Apache 2002/6/20
B OpenSSH(2002/6/26)
M Resolver(2002/7/10)
B Sendmail(2002/6/25)
B Samba(2002/6/19)
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® PHP
- 4
http://www.php.net/manual/ja/security.php
— CHM

M Suggested Methods of Using PHP Security
http://www.sans.org/infosecFA Q/sysadmin/PHP_sec.htm

= PHP4

= PHP
— 1SBN4-87311-034-3
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Linux
Apache
PHP
MySQL
PostgreSQL
Ruby

PHP

Perl
JavaScript
HTML
Flash

Linux
UNIX
PHP
Apache
Postgres
MySQL
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Thank You

Please feel free to mail me

riotaro@techstyle.jp
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